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NORTH METRO FLEX ACADEMY POLICY No. 4.8.1 
USE OF INTERNET, EMAIL, COMPUTERS, VOICEMAIL AND OTHER  ELECTRONIC SYSTEMS 
I. PURPOSE 
The purpose of this policy is to govern employee use of North Metro Flex Academy’s technology systems and to ensure responsible, secure, and legally compliant use of electronic resources, including protection of student data.
II. POLICY STATEMENT 
Technology systems, including email, Internet access, devices, networks, and electronic communication tools, are provided for educational and business purposes. All use must support the mission of North Metro Flex Academy and comply with applicable local, state, and federal laws.
III. OWNERSHIP AND PROPERTY
All technology systems, including hardware, software, networks, accounts, and all data created, stored, or transmitted using school systems, are the property of North Metro Flex Academy.
All work product created using school systems constitutes school records and may be subject to audit, public data requests, or legal disclosure.

IV. ACCESS AND MONITORING
North Metro Flex Academy reserves the right to monitor, access, review, copy, store, or delete any electronic communications or files created, stored, or transmitted on its systems at any time, with or without notice, in accordance with law.
Employees have no expectation of privacy when using school technology systems.


V. PROFESSIONAL AND APPROPRIATE USE
Employees must use technology systems in a professional manner consistent with their role as educators and staff.
Prohibited uses include, but are not limited to:
· Use of offensive, harassing, discriminatory, or inappropriate language or materials

· Accessing or distributing content that is not related to school business

· Use of systems for personal commercial, political, or religious solicitation

· Any activity that violates school policy or law

Limited personal use may be permitted if it is brief, does not interfere with work responsibilities, and does not incur cost or risk to the school.
VI. STUDENT DATA PRIVACY AND SECURITY
Employees must comply with all laws governing student data privacy, including:
· Minn. Stat. §13.32 (Education Data)

· Minn. Stat. §§125B.07–125B.071 (Student Data Privacy Act)

Employees shall:
A. Use only school-approved digital tools, applications, and platforms that have been reviewed for data privacy compliance.
B. Not store, transmit, or access student data using personal accounts, personal devices (unless authorized), or unauthorized applications.
C. Protect student data from unauthorized disclosure, including ensuring secure storage and transmission of data.
D. Report any suspected data breach, unauthorized access, or data loss immediately to administration.
E. Only access student data necessary to perform their professional duties.

VII.ARTIFICIAL INTELLIGENCE (AI) AND EMERGING TECHNOLOGY
The use of artificial intelligence tools (e.g., generative AI platforms) must comply with this policy and all student data privacy laws.
Employees shall:
A. Not input or upload personally identifiable student information into AI tools or non-approved platforms.
B. Use AI tools in a manner that supports instruction while maintaining academic integrity.
C. Ensure that any AI-generated content used in instruction is appropriate, accurate, and aligned with educational goals.
D. Follow any additional school guidelines regarding AI use.
VIII. INTERNET USE
Internet access is provided for educational and business purposes.
Employees shall not:
· Access or distribute inappropriate, obscene, or harmful material

· Download or distribute copyrighted material without authorization

· Access websites unrelated to school business in a manner that is excessive or disruptive

The school may utilize filtering and monitoring systems in compliance with the Children’s Internet Protection Act (CIPA).
IX. SOFTWARE AND COPYRIGHT COMPLIANCE
Employees must use only properly licensed software and comply with all copyright laws.
Unauthorized installation, copying, or distribution of software or digital materials is prohibited.


X. PERSONAL DEVICES AND REMOTE ACCESS
Use of personal devices (e.g., phones, laptops) for school business must comply with this policy.
Employees using personal devices must:
· Ensure devices are secure (password-protected, updated)

· Not store sensitive student or school data on personal devices unless authorized

· Follow all school data security requirements
XI. SYSTEM SECURITY  
Employees are responsible for maintaining the security of school systems.
Employees shall:
· Keep passwords confidential and secure

· Not share login credentials

· Log off or secure devices when unattended

· Avoid phishing scams and suspicious links

· Immediately report security concerns
[bookmark: _osk5ifxhu2sq]XII. VIOLATIONS
Violation of this policy may result in disciplinary action, up to and including termination, and may result in legal consequences where applicable.
Legal References:
17 U.S.C. §101 et seq. (Copyright Act)
47 U.S.C. §254 (Children’s Internet Protection Act – CIPA)
Minn. Stat. §125B.15 (Internet Access for Students)
Minn. Stat. §125B.07–125B.071 (Student Data Privacy Act)
Minn. Stat. §13.32 (Education Data – Minnesota Government Data Practices Act)
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Acknowledgment and Authorization 
I understand that NORTH METRO FLEX ACADEMY monitors the computer, Internet, cell  phone and all other electronic usage of all employees and has the ability to do so at any time,  including viewing my work, email, Internet usage and any other usage at the time it is occurring,  and that copies of my usage and any messages received by me may be made at the time of usage  or anytime thereafter and are the property of NORTH METRO FLEX ACADEMY. I understand  and agree that NORTH METRO FLEX ACADEMY and systems network administrators and  Information Technologist (IT) consultants (agents) may consent to a law enforcement agency’s  search and retrieval of information. I understand that NORTH METRO FLEX ACADEMY keeps an archived record of all electronic usage, including use of my personal electronic  accounts which are accessed using NORTH METRO FLEX ACADEMY’s computer and  Internet access. I authorize NORTH METRO FLEX ACADEMY and its agents and systems  network administrators to engage in this monitoring and to intercept, inspect, retrieve, download,  copy, disclose, disseminate and use any and all information or messages sent or received,  whether of a business or a personal nature, from my internal computer system and Internet usage,  any NORTH METRO FLEX ACADEMY telephones, cell phones or any other NORTH METRO FLEX ACADEMY electronic devices or records.  
__________________________ ________________________ Employee’s Name Date
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